HSMN 670-9040 (Fall 2019)
Final Essay Exam
Please review the Syllabus, as well as the Guidelines, Expectations and Grading Rubrics for the Essay Exams, and follow the instructions below:
· Please include a cover sheet with the course title, a sub-title of “Final Essay Exam,” and the date of submission.
 
· Select and respond to one question from each session/week since the Mid-Term Essay Exam (7-11), for a total of five responses.
 
· Make sure to indicate which questions you selected by using the same, corresponding numbers with your responses (e.g., #2, 4, 6, 7, 9) so that I can easily match up your responses with the proper questions. Please don’t repeat or restate the questions.
 
· Your responses should be clear, complete, succinct and substantive, addressing all the main elements or sub-questions in each overall question selected.
  
· Your own critical thinking and analysis should be supported by evidence of research in appropriate sources such as assigned or supplementary sources used in this course, or from other scholarly/authoritative sources found in your own research, with source attribution and in-text citations in your responses in proper APA format for all conclusions, statements of fact, quotations, ideas or other supporting content.
 
· Please do not cite my overview presentations, or any comments from others in discussion forums, although you may repeat or expand on some of your own comments from the discussion forums with no need for citations.

·  This is not a research paper, so please don’t overdo it in terms of direct quotes, reproduced lists or tables, or citations. At the same time, while I want to see what you think about these topics, I’m not looking merely for opinions; rather, well-reasoned arguments or assertions supported by evidence with at least a few citations from authoritative sources. The challenge is to maintain a high proportion of original work and limit the use of material quoted or paraphrased from the sources you cited.  

· UMUC requires the use of an accepted manual of style for citations, as indicated in the Syllabus. APA is preferred.

· Please include a single overall list of References or Works Cited with full citations at the end of the exam rather than piecemeal after each response.
 
· I would expect at least one in-text citation corresponding with each full citation in the list of References or Works Cited, and each in-text citation should match up clearly with a full citation in the list of References or Works Cited.

· Make sure to follow a single, correct, consistent citation style for both in-text citations in your responses and full citations in the list of References or Works Cited; don’t “mix-and-match” APA with other styles in the same exam.
  
· Proofread and edit your replies for organization, coherence, sentence structure, grammar, punctuation, and spelling.
 
· Your responses should be in Times New Roman, size 11 or 12 font, and may be either single or double-spaced.
 
· Please include pagination (i.e., insert sequential page numbers).

· Your completed exam should total approximately 5-10 pages (a minimum of one page or 250-300 words per response—a little more is better than a little less), excluding the cover sheet and list of References or Works Cited.
  
· Submit the completed exam as a MS Word doc into the Assignment folder linked under the Week 12 folder of the Course Content area in LEO, no later than 11:59 p.m. on Sunday night, December 1, 2019, which marks the official end of fall semester. Earlier submissions will be appreciated. Requests for extensions must be approved in advance. Remember, you will not be submitting this exam in Turnitin, but I will. 
The copy of the examination that you submit into your Assignment folder must include the following statement: 
"This paper, examination, report, or the section thereof for which I have indicated responsibility, is my own work. Any assistance I received in its preparation is acknowledged within the report or examination, in accordance with academic practice. For any data, ideas, words, diagrams, pictures, or other information from any source, quoted or not, I have cited the sources fully and completely in footnotes and bibliographical entries, as required. Furthermore, I certify that the material was prepared by me specifically for this class and has not been submitted, in whole or significant part, to any other class in this university or elsewhere, or used for any purpose other than satisfying the requirements of this class, except that I am allowed to submit this material to a professional publication, peer reviewed journal, or professional conference. In adding my name following the word 'Signature', I intend that this certification will have the same authority and authenticity as a document executed with my hand-written signature." 

Signature ___(just type your name here)_________________     Date______________ 

There are two multi-part questions relating to each of the five weekly sessions covered since the Mid-Term Essay Exam. Select and respond to five of the following ten questions, one from each week or session:

Week 7: Agriculture and Food. (Select and respond to one question for Week 7)
1.) Protecting the American food supply from terrorist attacks or natural contamination is a difficult task. The FDA and USDA have the primary responsibilities. These two organizations have made significant changes since 9/11 to protect the food supply chain, but we still have experienced major incidents involving the intentional or accidental contamination or adulteration of various food products or ingredients at various points in the supply chain, resulting in recalls, public health harms, regulatory enforcement, litigation, and loss of consumer confidence in various food products or industries. If you were a senior advisor in the Trump Administration, what would you recommend to the president for making these two government agencies more effective and proactive (rather than reactive) in protecting our food system? Should those functions or relevant USDA and FDA units or divisions be merged under DHS, or perhaps CDC, or in some other organizational arrangement? Should Pres. Trump update and replace HSPD-9 with a new Executive Order? Provide some research or evidence to support your opinion.

2.) What do you think are the most likely or serious threats, risks, hazards or vulnerabilities affecting the Food and Agriculture (FA) sector? Would these be man-made or naturally occurring hazards, and if man-made, who would be the likely aggressors or culprits, and what would their motives be? What strategies or specific measures would you recommend for mitigating, preventing, or protecting against these threats and vulnerabilities, and for responding to any incidents that do occur? What are the major obstacles or challenges that you would anticipate for implementing your recommendations, and how could those be overcome? 


Week 8: Information Technology (IT) & Cybersecurity. (Select and respond to one question for Week 8)
3.) Do you believe that the vision, guiding principles and strategic concepts outlined in various national cybersecurity documents, directives, executive orders or initiatives from the Obama or Trump administrations are comprehensive and on target, or are there key elements missing? Do you believe that the guiding principles or strategies are realistic and achievable? Why or why not? How do these mesh with the emphasis in recent years on the need for transparency and information sharing to improve public understanding of federal efforts to enhance cybersecurity? In your assessment, does the recent creation of the Cybersecurity and Infrastructure Security Agency (CISA) within DHS (see https://www.dhs.gov/cisa/about-cisa) add value to our national cybersecurity program? Support your arguments with specific examples or evidence from authoritative sources.

4.) Considering the concept of the “cybersecurity triad” including intergovernmental relations, public-private relations, and cybersecurity citizens, and the incremental approach to cybersecurity proposed by Harknett and Stever, what approach or measures do you believe are actually required to really engage and prepare all three legs of that triad? Who must lead that effort, and who or what constitutes the “weak link” in cybersecurity? Do previous or historical government measures in response to the nuclear technology revolution have any enduring relevance or offer any lessons for the modern cybersecurity mission, or was that too long ago or too different in nature or scope to have any value today? Support your arguments with specific examples or evidence.

Week 9: Group Projects and Overall Course Review (Select and respond to one question for Week 9. There were no assigned readings for Week 9 other than review of the Group Project presentations, but these questions pertain to the overall course and its focus on critical infrastructure protection.)
5.) In what ways, or to what extent—if at all—do you feel the United States is safer, or better prepared, in terms of homeland security than it was before 9/11/01, especially in terms of critical infrastructure protection? Provide specific examples or evidence to support your views. What major gaps, deficiencies or weaknesses remain, and what do you feel can and should be done to address them? Identify and defend three specific key recommendations you would make as an advisor to Pres. Trump to improve homeland security and critical infrastructure protection while preserving traditional American values or protections regarding civil liberties and privacy. 

6.) Describe what you believe will be the three most important or serious emerging issues, trends or future threats and challenges facing the United States in the next five-ten years in the area of homeland security and critical infrastructure protection. How would you hope, or anticipate, that the current administration will address homeland security? Explain and support your picks or predictions with examples, evidence, and/or logical arguments. Finally, in what ways, if at all, has your thinking, understanding or assessment of homeland security in general, or critical infrastructure protection in particular, changed since you began this course?


Week 10: Emergency Responders (Select and respond to one question for Week 10)
7.) Ever since the Oklahoma City Bombing of 1995 and the attacks of 9/11/01, official reports or studies and congressional hearings have all agreed that a lack of interoperable public safety communications remains a chronic problem, hampering the effective coordination of emergency response agencies in major incidents. Considering all the advances in IT/communications technology, and the unifying motive of protecting our nation from terrorist attacks, why do you think this problem has thus far defied resolution? Is there anything currently in progress or on the horizon that seems promising as a solution? Provide three specific recommendations that you believe may help remedy this situation, and support your recommendations with examples or evidence. 
8.)  What is your overall assessment of Presidential Policy Directive #8, the National Preparedness Goal—Second Edition, and National Preparedness System? What are their best elements, and what, if anything, appears to be missing or weak? Do they complement, reinforce and supplement other key guidance documents you were introduced to in this course, such as the National Incident Management System (NIMS)-Third Edition, and 2016 editions of the National Planning Frameworks, or are they in conflict or redundant? Considering that these documents were all developed and published by the White House or DHS/FEMA, how do they affect state/local emergency responders, and what are the proper roles and responsibilities of state/local emergency responders in this national system? Drawing from lessons learned from major disasters in the past decade such as hurricanes, tornadoes, flooding, or wildfires, what do you think must be done to further enhance preparedness and response for major disasters here in the United States? Support your answer with specific evidence or examples from authoritative sources.


Week 11: Technology & Homeland Security (Select and respond to one question for Week 11)
9.) Our nation continually engages in research and development for new or better technologies to enhance mitigation, protection, prevention, preparedness and response for terrorist attacks or natural disasters in general, and to protect our CI/KR sectors in particular. The DHS Science & Technology Directorate website describing its mission and organization identifies six main primary focus areas for their overall efforts ( see https://www.dhs.gov/science-and-technology/about-st), and several for critical infrastructure protection and resilience in particular (see https://www.dhs.gov/science-and-technology/critical-infrastructure). Given the discussions in this course about leveraging technology research and development, and considering the fact that DHS can’t fund everything in the face of increasing pressure to cut federal spending, what would be the most urgent priorities related to technologies for agriculture & food, water, the IT sector, or emergency responders that you would recommend should be pursued and funded? Provide specifics and the rationale for your choices.    
10.) Which of the various homeland security technology applications or “gadgets and gizmos” discussed in any of the assigned readings for Week 11 seem to hold the greatest promise for providing practical solutions for serious homeland security problems or challenges? Explain and support your choices. Considering your choices in the context of Jackson’s article on coevolution of offense and defense in applying homeland security technologies, what must we do to prevent terrorists from circumventing or disrupting those technologies? Can we realistically stay “one step ahead” of terrorists with proactive technology applications and security measures, or are we doomed to remain forever reactive and wait to address each new technology threat or limitation as it emerges or becomes apparent?  
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